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Qenmepauun  TpeboBaHMH K  3aliuTe
NEPCOHANBHBIX AAHHBIX IS KAKIOIO U3
YPOBHEN 3aIUHIIECHHOCTH

B coorsercTBHU ¢ 4HacTeio 4 cTathu 19 denepaneHOro 3akoHa ot 27 Hions

2006 r. Ne 152-03 «O nepcoHanbHBIX JaHHBIX»'
NMPUKA3BIBAIO

YTBepANTh npunaraemeie CocTaB M COAEPKEHME OPraHH3alUHOHHBIX ¥
TEXHHUYECKHX Mep o o0ecrieyeHH0 6€30MACHOCTH NEPCOHANBHEIX JaHHBIX TIPY HX

ofpabotke B HHQOPMALMOHHBIX CHCTEMaX MEPCOHANBHBIX NAHHEIX ¢

' Cobpaune 3akoHoaarenecTsa Poccuiickoil Penepaunn, 2006, Ne 31 (u. 1), cT. 3451; 2009, Ne 48, cT. 5716;
No 52 (u. I}, e7. 6439; 2010, Ne 27, ¢1. 3407; Ne 31, ¢1. 4173, cT. 4196; Ne 49, c1. 6409; Ne 52 (u. 1), <1. 6974; 2011,
Ne 23, cr. 3263, Ne 31, c1. 4701; 2013, Me 14, c7. 1651; N2 30 (u. 1), cT. 4038,



2

HCIONL30BAHHEM  CpeACTB  Kpunrtorpaduyeckoil  3amiuTel  HH(OPMAIIUH,
HeoOXORUMBIX JUISl BBIMOJIHEHHs YCTAHOBNEHHHIX [IpaBurenscTBoM Poccmiickoif
Qepepanyu TpeOoBaHME K 3aliHTe MEpCOHANBHBIX AAHHBIX ANA KaXAOrO H3

YPOBHEH 3aMHINEeHHOCTH.

Rupekrop A.BopTHHkoB



ITpunoxenne

K npukazy ®Cb Poccuu
or 10 uonsa 2014 r.
Ne 378

CocTaB ¥ cojiep)KaHye OPraHH3alMOHHbIX U TEXHUYECKHX Mep 110 06ecrneueHHIo
Ge30MacHOCTH IEepCOHANBHBIX AaHHLIX HpH BX 00paboTke B HH(POPMALIHOHHBIX
CHCTEMaX MepCOHAbHBIX JaHHBIX ¢ HCMONL30BAHAESM CPEACTB
KpunTorpaduyeckoii 3alTel HHPOPMAUUK, HEOGXOZUMBIX IUISl BHINONTHEHMS
ycraHoBneHHeIX [IpaButensctBoM Poccuiickoii Penepanun tpeGoBaHuii k samure
NEePCOHANBHEIX AAHHEBIX JUIA KaXKA0T0 U3 yPOBHEH 3alllMIIEHHOCTH

I. O0uue nonoxeHHd

1. HacTosiiuii  JDOKYMEHT  oOmpejiensieT  COCTaB M COJIEpPIKaHHUE
OPraHM3alMOHHBIX M TeXHUYecKHX Mep Ino obecneyeHHI0 O0e30MaCHOCTH
NepcoHANBHLIX JAHHLIX TpH MX o6pafoTke B HMHOOPMALHOHHLIX CHCTEMAX
NePCOHANBHLIX AAHHEIX (Aanee — HHPOPMALIMOHHAS CHCTEMA) ¢ MCNONb30BAHHEM
cpedcTB Kkpunrtorpapuyeckoit samutel uHbopmauuu (manee - CK3H),
HeoOXOAUMBIX IJIA BHIMONHeHHA YcTaHOBA¢HHBIX [lpaButenncrsoM Poccuiickoii
®enepanvy TpeGoBaHMA K 3allNTE NEPCOHAIBHBIX HaHHBIX A KaXIOro M3
YPOBHEH 3aIHILEHHOCTH.

2. HacTtosmuii ROKYMEHT IpeJHa3HaYeH A/ ONEpaTopoB, MCHONb3YHOIHX
CK3U nns o6ecneyenus 6e30nacHOCTU NePCOHANBHBIX JaHHbBIX NMpH MX obpaborke
B HHPOPMALIMOHHBIX CHCTEMAX.

3. [lpumeHeHue OpraHM3alMOHHBIX M TEXHUYECKHX Mep, OMNpefeleHHBIX B
HacTOsIleM [AOKYMEHTe, o00ecrmeymBaeT oOneparop ¢ y4veroM TpebDoBaHWH
IKCITyaTalMOHHBIX JokymeHtoB Ha CK3H, ucnonesyemule mns ofecnedeHHA
0e30nacHOCTH MEPCOHANBHBIX AAHHBIX NPU WX 00paborke B MHGPOPMALUMOHHBIX
cacTeMax.

4, Okcruryatagus CK3M  pomkHa oCywecTBAATBCA B COOTBETCTBHH €

aokyMeHTaupeli Ha CK3WM n TpebGoBaHuamy, ycTaHOBIEHHBIMM B HACTOALIEM
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JOKYMEHTE, 4 TaKKe B COOTBETCTBHH C HHBIMH HOPMATHBHBIMH TIpABOBbIMH

aKTaMH, PETYJIMPYIOLMMH OTHOIIIEHHA B COOTBETCTBYIOMIEH 061acTH.

II. CocTas ¥ coslepXaHHe OPraHH3aLHOHHBIX ¥ TEXHHYECKHX Mep, HEOOXOIUMBIX
ANs BBIMOJIHEHHUS YCTAHOBNEHHBIX IpasuTenscTBoM Poccuiickoil ®enepaumu
TpeGoBaHHi K 3alIMTE NEPCOHANbHBIX JAHHBIX IJIA 4 YPOBHA 3alIHIIERHOCTH

5.B cootBercTBHH ¢ MyHKTOM |3 TpeGoBanuii K 3altute nepcoHaNbHBIX
NaHHBIX MpH HX 06paboTke B HHGOPMALMOHHBIX CHCTEMAX IEPCOHAIBHBIX
JaHHBIX, YTBEPKACHHBIX nocraHoenenHeM [Ipaeurtensctsa  Poccuitckoit
®epnepaunn ot 1 Hoabpa 2012 1. Ne 1119' (namee — TpeGomamma x 3ammmTe
NEPCOHANBHBIX  NAHHBIX), [ ofecnedeHns 4  YpOBHA  3aUIMIUEHHOCTH
HEPCOHANBHEIX HaHHBIX NpU uUx o00paboTke B HHGQOPMALIHOHHBIX CHCTEMaX
HeoOXO0ZIMMO BRINOSTHEHHUE CIIEAYIOLHUX TpeGoBaHMiA:

a) opraHu3auys pexxuma obecriedeHUs 6e20MacHOCTH MTOMELIEHHI, B KOTOPEIX
pasMenieHa UHQPOPMAIMOHHasd CHCTeMa, NPeNATCTBYIOIErc BO3MOKHOCTH
HEXOHTPONMHPYEMOIe NPOHHKHOBEHHA WK NpeObiBaHUA B 3THX MOMELUEHHAX ML,
He MMEIOIUX NpaBa AOCTYIA B 3TH MOMELIeHHH,

6) obecneyeHne COXpaHHOCTH HOCUTENEH MEPCOHATBHBIX JaHHBIX;

B) YTBEPXACHHE PYKOBOAMTEASM OMEPaTopa AOKYMEHTa, ONPeACHAIOLIero
NePEYCHE JTHI, AOCTYI KOTOPBIX K IEPCOHANbHBIM JaHHBIM, 00pabaThiBacMBIM B
HHbOpMaLIHOHHONH cHcTeMe, HEOOXOOMM AJIS BHINONHEHMS HMH CHykeGHBIX
{TpynoBsIX) 00A3aHHOCTEH;

I) HCTIONB30BAHNE CPEACTB 38MIUTHI MHQOPMALUK, NPOIUEAWNX MPOUELYPY
OLIEHKH COOTBETCTBHSA TpeOOBaHUAM 3aKOHOHaTeNbCcTBa Poccuiickoit Menepaunu B
obnactu obecneyeHus 6e30macHOCTH UHGOPMaLMH, B Clyuae, KOTAA MPHMEHEHHE
TAKHUX CPeICTB HEOOX0JHMO AN HeATpaITH3ALKH aKTYaNbHEIX YIpo3.

6. lIna BBEIMONHEHHUS TpeGOBaHWA, YKA3aHHOIO B IMOJIIYHKTE «a» HyHKTa 5
HacTofllero JOKyMEeHTa, HeobxoaumMo obecneueHue pexuMa, MpenaICTBYIOLEro
BO3MOXHOCTH HEKOHTPONUPYEMOr0 MPOHMKHOBEHWS WIM 1npeloiBauusa B

NIOMEIEHHUAX, Iie pasMewmensl Henonsdyemele CK3H, xpanarca CK3H u (unm)

' CoBpanue 3axoronarensctea Poceniickolt Penepaunn, 2012, Ne 45, 6257,
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HOCHTENH KJIIOYEBOH, ayTeHTHUUApyiomed u nmaponbHoit uadopmaunr CK3H
(nanee — IloMeLeHHs), TH1l, He HMEIONIMX NipaBa focTyna B [loMemmenns, KoTopoe
LOCTHraeTcs MyTeM:

a) ocHameHnA [ToMeleHuii BXOAHBIMH OBEPbMH ¢ 3aMKaMM, O0eCNedeHHd
NOCTOSHHOTO 3aKpBITHA ABepeit [ToMellenni Ha 3aMOK H MX OTKPLITHS TOJIBKO AJIA
CaHKLHOHHPOBaHHOIO Ipoxoda, a Taioke omnevatbiBaHHA [lomemeHuit no
OKOHYaHKK pabouero xHA unu obopymosaHue [loMewmweHni COOTBETCTBYIOLIKMHU
TEXHH4YECKMMH YCTPONCTBAMH, CHTHANIHSHPYIOIUHMM O HECaHKLHOHHPOBaHHOM
BCKpBITHH [TomelLeHuit;

6) yreepxneHns npasun jgocryna B [loMewenus B pabouee u Hepabouee
BPEMS, a TAKOKE B HEIUTATHBIX CHTYALUAX;

B) YTBEPXKAEH!S TIePEYHS JIHL, HMEIOMMX NPaBo AocTyna B [ToMemernud,

7. s BHIMONHEHUs TpeGOBAHHA, YKA3aHHOTO B MOAMYHKTe «O» IyHKTa 5
HACTOAILETO JOKYMEHTA, HEOGXOAHMO:

a) OCYIIECTBAATL XPaHEHHE ChEMHbIX MALUMHHBIX HOCHTENEH NMepcoHaNbHbIX
AaHHBIX B ceiidax (MeTannuyeckux wwkadax), oGopymOBaHHBIX BHYTPEHHHMH
3aMKaM# ¢ nBYMA HIH Gonee mybrnukaTamMe KIWOYEH W NpHCIOCOONSHHAMH AN
OTeYaTBIBAHUA 3aMOYHBIX CKBAXHMH HJIM KOJOBBIMH 3aMKaMH. B cnyuae ecnu Ha
Cb6MHOM MALIHHHOM HOCHTE/NE NEPCOHANbHBIX JAHHBIX XPaHATCA TOIBKO
NMEPCOHANBHEIE AaHHLIE B 3alIU(poBaHHOM ¢ Hcnonb3oBanueM CK3U Bune,
AOMyCKaeTCA XPaHEHHE TAKMX HOCHTENeH BHe ceii(hoB (MeTannuyeckux wkagpos);

O) ocylUecTBNATh  MOJK3EMIUIAPHBIE  YYeT  MALIMHHBIX  HOCHTeNedl
IIePCOHANBHBIX NaHHBIX, KOTOPhIH JOCTUraeTcs INyTeM BENSHUS XKYpHala yueTa
HOCHTeNeH MEepCOHANBHBIX [JAHHBIX ¢ HCMOMNb30BaHHEM PErHCTPALHOHHBIX
(3aBOJICKHX) HOMEPOB.

8. lns BeinONHeHMA TpeGOBaHMA, YKA3aHHOTO B MOAIMYHKTE «B» NMyHKTa 5
HaCTOAEro NOKyMeHTa, HeoGX0oauMOo:

a) pa3paboTaTh W YTBEpAWTh AOKYMEHT, ONpeAeNsIOMMNA NepedeHs JIulI,

AOCTYNl  KOTOPBIX K  NEpCOHANbHBIM  OaHHBIM, oO0pabarbiBaeMbiM B
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HH(pOPMALMOHHON CHCTeMe, HeoOXOMMM .MA BBUIOJHEHHA MMM CITy)KeOHBIX
(Tpyl0BBIX) 00A3aHHOCTENH;

§) noOAHepKHBaTh B aKTYalbHOM COCTOSHHH JOKYMEHT, ONpeAeNstOint
nepedcHsp NHL, AOCTYN KOTOPhIX K NMEPCOHATLHBIM AaHHLIM, 06pabaThiBaeMEIM B
HHPOPMALMOHHOH CcHCTeMe, HeoOXOoOUM A7 BbLIMOJHEHHS HMH Cly)XeOHBIX
(TpynoBbix) 0bs3aHHOCTER.

9. Jlna BuIMoNHEeHHA TpeOOBaHHS, YKAa3aHHOTO B MNOAMYHKTE «I» IYHKTA 5
HACTOSAWEro JOKYMEHTa, HEOOXONHMO UM KaXZOro M3 YpPOBHEH 3alllHUICHHOCTH
nepcoHanbHelX farHbix npuMeneHne CK3M  cooteeTcTByromero kiacca,
NO3BONSIOIINX  ofecrieynBaTs Ge30MacHOCTE NEPCOHANBHBIX JAHHBIX TIPH
peanu3al¥ LefIeHANPABIEHHBIX JeHCTBHI € MCHONBE30BAHHEM aNNapaTHEIX
1 (M) NpOrpaMMHEIX CPEACTB ¢ UeNbi HApyLIeHNs 6e30MMacHOCTH 3alIHINAeMBbIX
CK3H nepcoHabHBIX AAHHBIX WM CO3[aHHA YCNOBUH AN 3TOro (Janee — aTaka),
KOTOpOE JOCTHIaeTCH NMyTeM:

2) MOMYYEeHHA HCXOOHBIX JAHHBIX O  (QOPMHpPOBAaHHA COBOKYMHOCTH
NPERNONOKEHHH 0 BO3MOXKHOCTAX, KOTOPBIE MOT'YT HCIOJIb30BaThCA NpH CO3AAHHH
¢noco0oB, MOATOTOBKE U NPOBSASHYH aTaK;

6) bopMHpOBaHNSA M YTBEPKAEHHA PYKOBOOHUTENIEM ONEPATOPa COBOKYTHOCTH
NpEeANONOXKEHHH 0 BOSMOXKHOCTAX, KOTOPbIE MOTYT HCIIONIB30BATLCH NPH CO3LAHHH
crioco0oB, MOATOTOBKE ¥ NPOBEACHHH aTak, B ONpejelleHHe Ha ITOM OCHOBE U C
Y4ETOM THIa aKTyalsHEIX yrpo3 Tpebyemoro itacca CK3H;

B) HCTIOJIE30BAHKA Ans oOecriedeHnss TpeGyeMoro YpPOBHS 3allHIIEHHOCTH
NepCcOHANBHBIX JaHHBIX NpH UX 00paboTke B MHGopMalHoHHOR crcTeme CK3U
knacca KC1 v BeiLIe.

10. CK3 xnacca KCl mnpuMeHsiores s HeHTpalnu3aumuM atak, IpH
CO3ZaHUM CcIOcOBOB, TOATOTOBKE M NPOBENEHHH KOTOPBIX HCHONL3YIOTCH
BO3MOXHOCTH K3 YHCNA CIENYIONIHX:

a) co3gaH#e croco0oB, NMOATOTOBKA H NMPOBEACHHE aTak §e3 NpUBACYCHUN

cnenranucToB B obnactu paspaborku v anann3a CK3H;



7

6) coznanme cnocoGoB, NOArOTOBKA B NPOBENCHHE aTaK HA Pa3NMYHBIX 3Tanax
xusHenHoro wukta CK3U';

B) MpOBefieHWe aTaKu, Haxo[iCh BHe MPOCTPAHCTBA, B Mpelesiax KOTOpOro
OCYIIECTBACTCA KOHTPONs 32 NpeGhIBAHHEM M AeHCTBHAMM JMI M (WITH)
TPaHCTIOPTHEIX CPeACTB (Janee — KOHTPOIUpyeMas 30Ha)’;

r) npoBeAeHHe Ha STanmax pa3paboTkd (MoJepHH3alMH), HNPOH3BOJACTBA,
xpadenus, TpaHcnoptuposkd CK3H u asrane BBoaa B akcmnyatauuio CK3H
(myckoHamamo4Hble paboThl) CISAYIOMMX ATAK:

BHECEHHE HECAHKUMOHHpoBaHHBIX wusMeHeHuid B CK3H w(unu) B
KOMIIOHEHTH] ANNAPATHBIX ¥ MPOrPaMMHBIX CPEICTB, COBMECTHO C KOTOPBIMH
mraTHo GyHKIuonupyior CK3M u B COBOKYNHOCTU NpenCTaBAAIONINE CpenLy
dyrxunorupoBanns CK3U (nanee — Cd), xoTopble cnocoGHE NOBANSTE Ha
BeinonHeHHe mnpensspiaseMelx Kk CK3M  TpebGoBaHuii, B TOM uucle ¢
HCI0JIb30BAHUEM BPEAOHOCHBIX HPOIPamMM;

BHECEHUe HeCaHKLIHOHHPOBAHHBIX H3MEHEeHHI B RokyMeHTaunio Ha CK3U u
KOMIIOHeHTEl CJ;

R) IpOBeJeHHe aTaK Ha 3Tane skeryatanud CK3U Ha:

NepCOHaNbHLIE JaHHLIE,

K1i0YeBYH, ay TEHTHUOHLUHPYIOWYIO H BapoiasHyio HHpopMaumo CK3H;

nporpaMMHubie kommorerTel CK3H;

annapatHsie koMnoHeHTsl CK3H;

nporpaMMeble  koMnoHeHTe C®, BKmovas I1porpammHoe ofecmedyeHHe
BIOS;

annapaTtHble KOMIOHeHTb! CD;

JaHHbIE, MepeJaBaeMsie M0 KaHalaM CBA3H,

HHble OOBEKTHl, KOTOpPEIE YCT2HOBJIEHB! NpH (GOPMHPOBAaHHH COBOKYRHOCTH

l'IpCIll'lOJ'lO)KeHPIﬁ 0 BOSMOKHOCTAX, KOTOPBIC MOTYT HCIIONIb30BATHCA IIPH CO3AaHHH

'K sranam wmsuennoro umxna CK3W oTHocsTes paipaboTka (MONEPHM3IAUMA) YKASAHHMIX CPeACTE, MX
NPOH3BOACTBO, XPAHEHHE, TPAHCIOPTHPOBKA, BBOL B IKCIYATAUHIO (NYCKOHATAN0YHbIE paCOThL), IKCIUTYATALIHA,

2 Fpanuneli koWTpONHpYeMOR 30HB MOryT ObiTh NEpHMETp OXpaHAeMOH TEPPHTOPHM npeanpHATHSA
(yupexIeHns), OrpaKAAIOWIHE KOHCTPYKUMH OXPAHACMOre 3aHMA, OXPaHAeMOR YacTH 3NaHusd, BbIOSNEHHOIO
TIOMEILEHHA.
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cnocoboB, INOATOTOBKE W TPOBEJCHAM aTak C YYeTOM [MpHMEHAEMBIX B
HHGPOPMALMOHHOH cucTeMe MHGOPMAIMOHHBIX TEXHONOTHH, annapaTHeIX CPEACTB
(nanee — AC) u nporpammHoro obecrnieqenus (ganee — [10);

e) noNy4YeHHe W3 HaxoAIuXcs B cBoOOJHOM JOCTYIE HCTOYHHKOB (BKITIOYas
AH(GOPMALIMOHHO-TEIEKOMMYHHUKALIMOHHNE CETH, JAOCTYN K KOTOPHM He
OTpaHHuYeH ONpefieleHHEIM KpYroM /ML, B TOM uHcne MHOOPMALHOHHO-
TeJIeKOMMYHHKAUHOHHYIO ¢eThb «MHTepHer») undopmaunn 06 nnpopMaliHoHHON
cucreme, B kotopofi mcmombsyerca CK3H. Ilpu 3ToM Moxer 6bITh nomyyeHa
cacayomad HapopMany:

obime ceeneHus o6 MHGPOPMalOHHOH CHCTEMe, B KOTOPOH HCNOMB3yeTcs
CK3U (nasHauyeHue, COCTaB, Oneparop, 00BEKThl, B KOTOPbIX Pa3MellleHEl PeCYpehl
#H(OPMaLMOHHON CHCTEMBI);

ceefeHuss 00 UHQOPMAUMOHHBIX TexHonorusx, 6asax manuux, AC, T1O,
MCTIONB3YeMEIX B HH(popMaLMOHHOII cucteme coBMmecTHO ¢ CK3H, 3a
HCKIHOUEHHEM  CBENEHMH, COAepXXAamM|Xcs TONBKO B KOHCTPYKTOPCKOM
JOKYMEHTALMH Ha HH(POPMALMOHHBIE TEXHONOTHH, Oasml mamHeix, AC, IIO,
HCTIONB3yeMBle B HHQopMaLiHOHHO# cHcTeMe coBMecTHO ¢ CK3H;

CoJiepXKaHue KOHCTPYKTOpCKoH gokyMeHTanuy Ha CK3U;

COepKaHUe HaxooAleHcs B cBoDOOHOM HOCTyme MAOKYMEHTAalliM Ha
anmapartHele 1 nporpaMmusle komnoHedTel CK3H u COP;

obime cBeeHHA 0 3allHINacMoil HHPOPMALHHK, HCTIONB3YEMOH B MpoLEcce
sxcnyaraun CK3H;

CBEZICHHSl 0 KaHalax CBS3M, 110 KOTOpBIM Nepenaiorcs 3ammuiaeMeie CK3U
NepCORANEHbIE NaHHBIE (JlaJiee — KaHaN CBA3K);

BCE BO3MOXHEIE AaHHBIE, NepefiapaeMbleé B OTKPHITOM BHAE MO KaHalam
CBA3M, HE 3AIUMHICHHBIM OT HECAHKUHOHHPOBAHHOTO JOCTyNa K HHGopMallHH
OpraHU3aLMOHHBIMH ¥ TeXHHYECKHMH MEpaMH;

cBefeHHA 060 Beex MPOABNAIOUIMXCA B KaHANaX CBA3H, HE 3AIUMINEHHBIX OT
HECAaHKLIHOHHPOBAaHHOTO JOCTyNa K MHGOPMALlMM OPraHWU3aUMOHHBIMH M

TEXHUHIECKUMHU MepaMu, HapylleHuax npasun sxcnnyaTaiud CK3U u Cd;
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cBeacHua 060 Bcex NPOABJAKIIKNXCA B KaHaJlaX CBA3H, HE 3AIMHIICHHBIX OT

HECAHKIIMOHHPOBAHHOIO OOCTYNa K MHGOpMauMHM OpraHH3alHOHHBIMM H
TEXHHYECKMMH MEpPaMH, HEHCIIPaBHOCTAX M cOOAX anmapaTHBIX KOMIIOHEHTOB
CK3U u CP;

CBeAeHHA, IONMydaeMble B pe3yisraTe aHanusa /MOo0BIX CHTHaNOB OT
annapatHbix komnoHeHtoB CK3U u Cd;

K) IpHMEHEHME:

HaXoAAWMXCA B CBOOOSHOM JOCTYNe WIM MCNONB3YyEeMBIX 3a MNpeaeiaMu
kontposupyemoit 30Ht AC u [1O, Bimowas anmapatHble ¥ NporpaMMHble
xomnoHneHThi CK3U u CO;

crielMantbHo paspaboranueix AC u I10;

3) HCMIONB30BAHME HA 3Tale 3KCIUIYaTalld B KauecTBe cpennl NepeHoca OT
cybbekTa K 06BeKTY (0T 00BeKTa K CYGDbeKTy) aTak AeHCTBHI, OCYWECTBAAEMBIX
NpH NOArOTOBKE M (WIH) NPOBEASHHH aTaKh:

KaHaNOB CBA3H, HE 32llIMINCHHBIX OT HECAHKUHMOHMPOBAHHOIO HOCTYIA K
HHPOPMALIH OPTaHH3ALKHOHHBIMH U TEXHHIECKHMH MEPaMH;

KaHaJoB pacrnpocTpaHeHus CHTHANOB, COTPOBOXAAMOIIMX
bysxumonuposanne CK3H u Cd;

M)IPOBEACHME Ha 3Tanme 3JKCIUIyarallid aTakd U3 MHGOPManHOHHO-
TENEKOMMYHUKALHOHHEIX ~ ceTel, JOCTYN K KOTOpPbIM He OrpaHHYeH
OlpefeeHHLIM KpYroM JIHL, €ciH HHQOpPMALMOHHBIE CHCTEMBI, B KOTODBIX
Herons3ytoTes CK3M, umeror BeIXo B 3TH ceTH;

K) HCIIONb30BaHHE Ha 9JTane 3KCIUIYaTalMH HaXONALIMXCH 3a mpeeaMH
koutpoaupyemofi 3oHbl AC u IIO m3 cocraBa cpencts uHbOpPMANIHOHHOM
CHCTEMbI, IPHMEHAEMBIX Ha MecTax akcrnyatauuu CK3HM (manee — wraTHble
CpencTBa).

11.CK3H xnacca KC2 npuMeHsioTcs A8 HeHTpalW3aUdH artak, NpH
CO3JaHMH CHoco0OB, IOATOTOBKE M IIPOBEHEHHH KOTOPBIX HCIIONB3YHOTCS
BO3MOXKHOCTH M3 YHCJIA NEPEeYMCIeHHBIX B NyHKTe 10 HacTosumiero A0KyMeHTa M

HE MeHee OTHOM U3 CICAYKOLINWX JOMOJHHTCIEHEIX BO3MOXHOCTEIH;
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a) NPOBEAEHNE aTAKN MPH HAXOXKAEHHH B TIpeieAaxX KOHTPOIHPYEMOH 30HBI;

6) nposenenue atak Ha srane skcnayarauuu CK3U Ha cneayiomue oGbeKTEL

nokyMenTauuto Ha CK3U u xoMnonenTs CP;

[ToMemeHHA, B KOTOPBIX HAaxXOOMTCA COBOKYNHOCTb TPOTPAMMHEIX H
TEXHHYECKHX  3MeMeHTOoB  cucTeM  ob6paboTkM  RaHHBIX,  CNOCOOHBIX
(YHKLUHOHHPOBATH CAMOCTOATENBHO MK B COCTaBe JAPYTHX CHCTEM (danee —
CBT), na xotopeix peanuzoBaisl CK31 u CD;

B) HOJIyYEHHEe B paMKax [IpPe[OCTABNEHHLIX ITOJHOMOYMH, a TakXkKe B
pe3yhibTaTe HabmMOASHU creayromei HHpopMaLuu:

CBEAEHH 0 (DH3HYECKHX Mepax 3aliThl 00BEKTOB, B KOTOPHIX pasMelleHE
pecypchl HHOOPMALMOHHON CHCTEME!,

CBeACHHI O Mepax no oGecneyYeHHI0 KOHTPOJIHPYEMOH 30HBI 00BEKTOB, B
KOTOPBIX pasMelleHEl pecypchbl HH$OPMaLMOHHON CHCTEMBI;

CBEICHHA O MEpax MO pa3rpaHHYeHHIO JocTyna B IlomelueHns, B KOTOpBIX
Haxomarca CBT, Ha kotopsix peannsosanm CK3HU u CO;

) HCTIOJB30BAHHE  IUTATHBIX  CPeACTB,  OrPaHMYEHHOE  MEpaMH,
peal30BaHHEIMA B HH(OPMALMOHHOH cHcTeMe, B KoTopoii ucnonssyetes CK3H,
¥ HampaBleHHBIMM HAa MpeloTBpalleHHe W IpeceyeHHe HeCaHKUHOHUPOBAHHBIX
NEeUCTBUH.

12. CK3H knacca KC3 npuMensiorces A HeliTpanusaunH arak, NpH
CO3NaHHH ¢noco0o0B, NOATOTOBKE H MPOBEAEHHU KOTOPBIX HCMOAB3YHOTCA
BO3MOKHOCTH K3 4HCJIa MNEpeyucneHHbIx B NyHKTax 10 u 1] Hacrosmero
AOKYMEHTa M He MeHee OQHOH U3 CIeAYIOIAX AONONHHUTENBHEIX BO3MOKHOCTEH:

a) pusnueckuit gocryn x CBT, Ha kotopbix peannsoBadbi CK3U u CO;

0) BO3MOXHOCTH pacronarath annapartHsiMH kommoHeHTamMH CK3U n CO,
OrpaHHYEHHAass MepaMM, peajn3oBaHHBIMH B HHOOPMALMOHHOK cHCTeMe, B
koTopoii wucmone3yerci CK3H, W HanpaBneHHEIMM Ha DpeloTBpallieHHEe H
NpeceuyeHHe HECaHKLIMOHUPOBAaHHEIX AeHCTBHHL

13. CK3H knacca KB npuMeHAIOTCA A1 HEHTpaJIM3aLMHy aTak, NPYA CO3RaHNH

CHOCOﬁOB, IOATOTOBKE H MPOBEOCHHN KOTOPBIX HCMONB3YIOTCA BO3ZMOIKHOCTH H3
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yHcna NepeyucNeHHBIX B myHkTax 10 - 12 Hacrosmero NOKyMeHTa U He MeHee
ONHOM K3 CIIEAYIOIKX AOMIONHUTENEHBIX BOSMOXHOCTEH!

a) co3ZlaHde croco0oB, MOATOTOBKA H MpPOBEIACHHE aTaK ¢ MpPHBIICYCHHEM
CIIEUMANTHCTOB B O0OJacTH  aHAmEW3a  CHIHAJIOB,  COTNIPOBOKAAIOIMIMX
¢yuxunonnpopanne CK3H u CD, u B 0b61acTH UCIIONB30BAHUA AN PEATU3AUHN
aTaxk HeROKYMEHTHPOBaHHbLIX (HeeKIapupoBaHHBIX) BO3MOXKHOCTEH APUKIAZHOrO
10;

6) nposenenne naboparopHsix uccnegopanui CK3HM, ucnonbayeMbix BHe
KOHTPOAHPYEMOH  30HBI, OrpaHHYEHHOE MEpaMM, pEalH30BaHHBIMH B
HHGOPMaIMOHHOMH CHCTeMe, B KoTopoil ucrionssyercs CK3M, u nanparnennsimu
Ha NPeJoTBPaLIeHUE U NpeceYeHHe HeCAHKIMOHHPOBAHHEIX AEHCTBHI;

B) IpoBcieHde paloT 1O CO3JaHHI CIIOCOOOB M CPeJACTB aTaKk B HAYYHO-
HCCNIEAOBATENBCKHX LEHTpax, CHeUManMsUpyloluxcs B o6nacTH paspaboTku H
aHanusza CK3U u CP, B TOM yHcae ¢ HCOONB30BAHHEM HCXOAHBIX TEKCTOB
sxopsdwero 8 C® npuknaasoro 10, HenocpenCTBEHHO UCHOMB3IYIOWIETO BHIZOBLL
nporpaMmHbIX pyHkumii CK3H.

14. CK3H xnacca KA npuMeHAIOTCS WA HeATpanu3almH aTak, npy co3gaHuy
¢nocoboB, NOArOTOBKE H NPOBEACHHH KOTOPHIX HCIOMB3YKOTCA BO3MOXHOCTH H3
YACNa NepeynucneHdble B MyHKTax 10 — 13 HacToslero JOKyMeHTa H He MeHee
OJIHOH H3 CAEAYIONIHX AONONTHHTENBHBIX BO3MOKHOCTEH:

a) co3gaHHe crocoboB, MOATOTOBKA M IPOBEREHHE ATAK C MPUBICHEHHEM
CMEUHANMCTOB B 00nacTM  HCNONBIOBAHUS  AJIs  peanu3aldM  aTak
HeAOKYMEHTHPOBAHHbIX (HEAEKIAPHPOBaHHBIX) BO3IMOXHOCTEH cucTeMHoro I10;

6) BOSMOXKHOCTE ~ pacriofiaraTe  CBEleHHAMH,  CONEPKAILMMHCA B
KOHCTPYKTOPCKOH AOKyMEHTaliM Ha anfapaTHble H MPOrpaMMHBIE KOMIOHEHTHI
Co;

B) BO3MOXHOCTb pacnonaraTh BceMH annapaTHeIME koMnoHeHTamH CK3U u
Co.
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15.B nmpouecce GOpMHPOBaHHA COBOKYNHOCTH TpeIMONOXeHUH o

BO3MOXHOCTAX, KOTOpbIE MOIYT HMCIONB30BATECA IIPH CO3RAHHH Cnocobos,
NoAroTOBKE M MPOBEAEHHH aTakK, ROTIOJHHTEbHbIC BO3MOXHOCTH, HE BXOAALLIHE B
YHC/I0 NepeyrcneHHBIX B NyHkTax 10 — 14 HacTOAWIEro IOKyMEHTa, HE BIHAKOT Ha

nopAxoK onpeaenenus TpeGyemoro xnacca CK3H.

[11.Cocras ¥ coaepyxaHHe OpPraHU3aUHOHHEIX ¥ TEXHUYECKHX Mep, He0OX0IUMEIX
IS BHITIOIHEHNS ycTaHOBIeHHHIX [IpaBuTenscTBoM Poccurickok Peaepanmun
TpeOOBaHMH K 3alINTE NMEPCOHANBHBIX JAHHBIX A% 3 YPOBHA 3alIMIIEHHOCTH

16.B coorseTcTBuM ¢ myHKToM 14 Tpebobannii K 3aluTe MEPCOHaNBHBIX
AaHHbIX JUIA obecriedernns 3 ypoBHA 3alUMILEHHOCTH NEPCOHANBHEIX AaHHBIX IIPH
HX 06paboTke B HHOPMALMOHHBIX CHCTEMaX OMHMO BBIIOJHEHHA TpeboBanuil,
NpeAyCMOTPEHHBIX TYHKTOM 5 HACTOALUETO AOKYMEHT2, HEOOXOAMMO BHIIOJIHEHHE
Tpe6GOBaHHS O HA3HAYEHHH AOKHOCTHOTO NHLia (PaGOTHMKa), OTBETCTBEHHOIO 32
o6ecneyenne 6e30aCHOCTH EPCOHANBHbIX JAHHBIX B HH(OPMALIMOHHOH CHCTEME.

17. ins BoinonHeHus TpeGoBaHUsA, YKA3RHHOIQ B MyHKTe 16 Hactoswero
LOKYMEHTa, HeoOXOZMMO HasHauyeHHue obaajarolliero AOCTATOMHBIMH HaBBIKAMU
NOKHOCTHOrO Jguua (paGoTHHKa) omepaTopa OTBeTCTBEHHLIM 3a obecneyeHuUe
0€30NacHOCTH NEPCOHANBHBIX JaHHBIX B HHGOPMAUMOHHOMH CHCTEME,

18. Ins BrinojiHeHHs TpeGOBaHHA, YKa3aHHOIO B MOANYHKTE «I» [YHKTa S
HACTOAIIETO MOKYMEHTA, HeoOXOAWMO BMECTO MEPhI, NPEeaYCMOTPEHHOM
MOANYHMKTOM «B» IYHKTa 9 Hacvosmierc MAOKYMEHTa, MCMAOAB30BATH A
oGecneuenus TpeOyeMoro YPOBHA 3alIHUIEHHOCTH NIEPCOHANBHBIX JaHHBIX ITPH HX
06paboTke B UHGOPMALHOHHOMN CHCTEME:

CK3M knacca KB H Bbllle B ClTydasX, Koraa A1s HHQOpMalMOHHOH CHCTEMB!
aKTyaJIbHbI YIPO3bl 2 THNE;

CK3U xmacca KC1 wu Bpune B cnydasx, xorma A HHGOPMalMOHHOM

CHCTEMEl aKTyanbHbl yIpo3kl 3 THIA.
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IV.CocTaB H coliepxanre OpraHU3aLHOBHbIX H TEXHHYECKUX Mep, HeOOXOXUMBIX
1S BBINOJHEHUA YCTaHOBIeHHbIX TIpasurenscTBoM Poccnlickoii deaepaunu
TpeGoBaHuit K 3AILUTE NePCOHANBLHBIX JAHHEIX AMis 2 ypPOBHSA 3aHIKIICHHOCTH

19. B coorBercTBUM ¢ nyHkTOM 15 TpeGoBaHmii K 3aliuTe MepcOHaNBHLIX
IaHHBIX Ana ofecnedeHHnd 2 ypoBHA 3auMINCHHOCTH NEPCOHANBHEIX JAHHBIX IpH
nx o6pa6oTke B HHQOPMALIHOHHEIX CHCTEMaX MOMMMO BLINIOJIHEHHA TpeboBaHHi,
NpedyCMOTPEHHBIX NyHKTaMH 5 K 16 Hactosimiero NOKyMmeHTa, Heo6xoammo
BBIMOJIHEHHE TpeGOBaHUA O TOM, YTOOH AOCTYN K COIEPXKAHHMIO INMEKTPOHHOIO
KypHana cooOmeHMil Obl1 BO3IMOMEH HCKMIOYHUTENBHO ANA JOMKHOCTHRIX JIMII
(paGoTHHKOB) oneparopa HIKH YNONHOMOYEHHOTO JIMIa, KOTOPBIM CBEIECHHA,
colepkalgiecs B YKasaHHOM )KypHajie, HEOOXOAWMBI IS  BHIMOJHEHHS
cryxeGHBIX (TPYAOBBIX) 00A3aHHOCTEH.

20. [Ins BHIIONHEHUS TpeOOBaHMA, YKA3aHHOro B NyHKTe 19 Hacrosiuero
ROKyMeHTa, He00X0AUMO:

a) yTBepXACHHEe PYKOBOAHTENEM onepaTopa CAHMCKA J1HL, AOMYINEHHBIX K
COACPIKAHHIO 3NIEKTPOHHOrO XKypHala cooblleHuH, H nogmepKaHHE YKa3aHHOIQ
CIIHCKA B AXTYANBEHOM COCTOSHHH,

6) obecricyenne  HHGOPMALUMOHHONR  CHCTEMBI  aBTOMATH3HPOBAHHBIMH
CPEACTBAMH, PETHCTPHPYIOIUHMH 3anpochl MOJb30BaTenell HMHGOPMALOHHOM
CHCTEMEI HA NONy4eHHe NEPCOHAABHBIX JaHHbIX, & TAKXKE (aKTh! MPEAOCTABJIEHH S
fiepcOHaNbHBIX AAHHBIX MO 3THM 3alpocaM B 3IEKTPOHHOM XKypHalle CoobIneHuit;

B) obecneyeHHe  HMHGOPMAllHOHHOM  CHCTEMB!  aBTOMAaTU3HPOBaHHBIMH
CPEACTBAMH, HCKMIOYAIOLIHMH JOCTYNl K COLEPXKAHHIO 3EKTPOHHOTO XypHana
coofmieHuil NHIl, He YKa3aHHBIX B YTBEPXIEHHOM PYKOBOZHTENEM oOneparopa
CTIHCKE JHL, JONYIIEHHbIX K COAepKaHHIO 3eKTPOHHOrO XypHaia coobLeHui;

r) obecneveHne NHEPHOAHYIECKON0 KOHTPOMA paboTOCcrocoOHOCTH YKA3aHHBIX
B NOANMYHKTAX «6» M «B» HaCTOALUErO MYyHKTA aBTOMATH3UPOBAHHBIX CPeACTB (HE
pexe 1 pasa B nonrona).

21. Ins BrnmonHeHus tpeGoBaHUA, YKa3aHHOIO B MOAMYHKTE «I» NYHKTa 5
HAaCTOAILEr0 JOKYMEHTa, HEOOXOAMMO BMECTO Mep, IpPeAyCMOTPEHHEIX

NCAIIYHKTOM «B» ITYHKTAa Owu IIYHKTOM 18 Hacrosiero AOOKYMEHTA, HCNTOJNB30BaTh
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s obeciteyeHua TpebyeMoro ypoBHS 3alMIIEHHOCTH NepCOHANBHBIX AAHHBIX
npu 1x 06paboTke B HHPOPMALIMOHHOH CHCTEME:

CK3U xnacca KA B cnyuasx, xorga ans HHOOPMALIHOHHOH CHCTEMBI
aKTYaIBHBI YFPO3EHl 1 THNA;

CK3H xnacca KB H BhIllle B CiTyuasx, XOraa 18 HHGOpMalHOHHON CHCTEME!
aKTyaJIbHB! YIPO35l 2 THNA,;

CK3U knacca KC! p Bpllle B cayvasx, xoraa And HHPOPManMOHHOMN

CHCTeMbI aKTYaabHbI YIpo3bl 3 TUIIA.

V. CocTaB M COAepKaHHE OPraHH3alIMOHHBIX H TEXHHYECKUX Mep, HeoOXOMUMBIX
ZIA BBIIIOJIHEHHS yCTaHOBNEHHBIX [IpasuTenscTBoM Poccuiickon Penepauun
TpeGoBaHHUH K 3aILUTE MICPCOHANBHBIX AAHHBIX 14 | YPOBHA 3alllHILICHHOCTH

22.B coorBercTBHH ¢ nmyHKToM 16 TpeOGoBaHMil K 3aMiHTe MEPCOHANBHBIX
DaHHBIX 0714 ofbecneyeHna | ypoBHA 3alllHIICHHOCTH NEPCOHANBHBIX JAHHBIX ITPH
ux obpaborke B HHGOPMAUMOHHEIX CHCTEMaX NMOMUMO BBINOJHEHHA TpeboBaHui,
NpenyCMOTPEHHBIX NyHikTamu 5, 16 u 19 HacTosilero AOKYMEHTa, HEOOXORAMO
BHINOJIHEHHUE CAEAYIOIIMX TpeOoBaHHH:

a) aBTOMATHYECKasA PEruCTpalHs B JMEKTPOHHOM XypHane Ge3onacHOCTH
H3MEHEHHs MOJTHOMOYMH COTPYJHUKA OMEpaTopa IO JOCTYIY K NMEepPCOHATBHBIM
AAHHBIM, COMIEPXKAIUMCA B UH(POPMALIHOHHOM CHCTEME;

6) cos3naHne OTAENBHOrO CTPYKTYPHOTO MOApa3iiefleHus, OTBETCTBEHHOrO 34
obecneueHne 6e30MacHOCTH NEPCOHANBHBIX AAHHBIX B HHOOPMALHOHHOHN CHCTEME,
b0 BO3NOKEHHe ero (QyHKIMHA Ha OQHO W3 CYLIECTBYIOIHUX CTPYKTYPHBIX
nogpasaesicHu#.

23. Ins BeimosnHeHHUA TpeOOBAHUA, YKA3aHHOTO B MOAMYHKTE «@» MyHKTa 22
HacTOAUICrO HOKYMEHTa, HeoOX0aMMO:

a) obeciedyeHHe  HHGOOPMALMOHHOK  CHCTEMBl  ABTOMATH3HPOBAHHBIMH
CpencTBaMHu, MO3BOJAIOIIUMH ABTOMATHYECKH PETHCTPHPOBATh B 3IEKTPOHHOM
Jkyprane 0e30MacHOCTH M3MEHEHMs [IONHOMOYMII COTPYAHHMKAa omeparopa I10

AOCTYITY K NEPCOHAIBHBIM JaHHEIM, COOCPKallMCA B HH@OPM&HHOHHOF! CHCTEMC,
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G)oTpakeHHe B 3NEKTPOHHOM ’KypHane Oe30MmacHOCTH MNONHOMOYHIA
COTPYAHMKOB OIl€paTopa MEePCOHANBHBIX HaHHBIX MO AOCTYMY K NEPCOHAIBHLIM
JaHHBIM, cogepKamuMcsi B HHGOPMALMOHHOH CHCTeMe. YKa3aHHbIe MOTHOMOYHsS
MIO/UKHE! COOTBETCTBOBATE JODKHOCTHBIM 00f3aHHOCTSAM COTPYAHMKOB Oll€paTopa;

B) Ha3HAUEHHWE ONMEepaTopoM JIUila, OTBETCTBEHHOrO 33 MNEPHOAMYECKHik
KOHTPONIb BeNEHHS 3IMNCKTPOHHOTO KypHana Oe30macHOCTH H  COOTBETCTBHA
OTPaXEHHBIX B HEM IIOJIROMOYMEA COTPYOHHKOB OIlEpaTopa HX JOMKHOCTHBIM
obs3zanHOCTAM (He pexe | pasa B Mecal).

24. ina ppinonHenus TpeOOBaHNUA, YKa3aHHOTO B MOANMYHKTE «O» myHKkTa 22
HACTOALIEro JOKYMEHTa, HeoOX0nHMO:

a) IPOBECTH aHaJIN3 LeecooGpasHOCTH CO3AAHMS OTAENBHOIO CTPYKTYPHOTO
NMORpasfieNieHNsl, OTBETCTBEHHOro 3a obecneuenve Ge30MacHOCTH NMEPCOHANBHBIX
RAHHBIX B HHPOPMALIUOHHOH CHCTEME;

6)co3naTe OTHENBEHOE CTPYKTypHOe MNoApazfiefieHHe, OTBETCTBeHHOE 3a
obecneuerre 6e30MaCHOCTH NePCOHANLHEIX AaHHBIX B HHPOPMALHOHHON CHCTEME,
160 BO3NOXKHTE €ro OYHKLUMHM HAa OJHO H3 CYIECTBYIOUIHX CTPYKTYPHBIX
nojpasaencHui,

25. ing BpinonHeHHA TpeOoBaHHA, YKa3aHHOrO B MOAMYHKTE «a» MYHKIA 5
HACTOALNETO  JOKYMeHTa, and  ofecnesedus | ypoBHA  3alUMILEHHOCTH
HEOOXOMHUMO:

a) obopynosars oxHa IlomemesHui, pacmonoXeHHble Ha NepBeIX M (HIH)
HOCNSAHUX ATaxKax 3aanuit, a Taxke okHa [lomemieHuit, HaxomamiHecs OKONO
AOXAPHBIX JIECTHHL M ApYrHMX MECT, OTKyAa BO3MOXKHO NpPOHHKHOBEHHE B
TloMewennss MOCTOPOHHUX ML, METALIHYECKMMH PeIeTKAMH MIH CTaBHAMM,
OXpaHHOM CHTHaldu3allMel HWAM APYIMMH CpeACTBAMM, NPENITCTBYIOLINMM
HEKOHTPONHPYEMOMY IIPOHHKHOBEHHUIO MOCTOPOHHUX JIHL B [TIOMEILEHHS;

6) obopynosars oxHa 1 ABepu [ToMeliennii, B KOTOPBIX pasMELIeHb CepBepbI
HHQOPMALIMOHHOH  CHCTEMBI, METANNHYECKHMM  pelleTKaM{,  OXpaHHoIA
CHraammzaLuei HIU OpyTUMH CpencTBaMu, NPEeNnATCTBYOWMMH

HEXOHTPOJIMPYEMOMY IPOHHKHOBEHUIO [IOCTOPOHHHX JIMLI B MOMEILEHUA.
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26. ina BeINOJIHEHHA TpeboBaHus, yKasaHHOro B TIOANYHKTE «I» MyHKTa S

HACTOSILETO MAOKYMEHTa, HeoOXoguMo BMeECTO Mep, IMpeAyCMOTPEHHBIX
NOANMYHKTOM «B» fMyHkTa 9, nmyHkraM# 18 ® 21 Hacroduwiero MAOKYMeHTa,
MCMIOAB30BaTh XA ofecneueHus 1pebyeMOro ypoBHA  3alUHIIEHHOCTH
NEpCOHANBHBIX JaHHBLIX NpU ux 00paboTke B HHPOpManHOHHONA CHCTEME:

CK3U xknmacca KA B chmyyasx, korza AN HHPOPMaLMOHHOK CHCTEMEI
aKTyaIbHbI YTpo3bl | THNA;

CK3H knacca KB u Briuie B cyyasx, Koraa s HHQOPMaUKOHHOH CHCTEME]

aKTyaNbHbl YIPO3bl 2 THMA.



